
1. Use secure passwords.
You may (or may not) be surprised to find out that the 
three most common passwords are “123456”, “password” 
and “12345678”. Don’t use those. The ideal password is a 
random collection of letters, numbers, and some symbols, 
but that’s not a password that most people will be able to 
remember. To simplify things, a good rule of thumb is to 
include at least 1 number, 1 uppercase letter, and 1 symbol 
in whatever word(s) you choose to use.

2. Don’t reuse passwords.
This is a password mistake that most people don’t think 
about. You never know exactly when a password is 
compromised. Most applications or software will make 
you change your password every 6 months to a year for 
that reason. Don’t use the same password across different 
accounts, either. If a hacker gets the password to one 
account, they have it for all accounts. 

3. Be suspicious of external downloads  
and emails.
Phishing emails are designed to seem like they are being sent 
from a real person or company in order to obtain information 
from you. A spyware download may also look like a genuine file. 
Bogus security experts may also claim that your computer has 
a virus and that they’ll take care of it for you—usually for a fee 
or remote access to your computer. If you think it’s fake, don’t 
even open it. You can try to determine if it’s fake by looking for 
inconsistencies in the sender’s address or subject line.

4. Keep an eye on the news for security 
incidents.
As an example, look at Home Depot. A few years ago, this company 
experienced a security breach that may have compromised up to 56 
million credit cards. If you hear that one of your vendors was hacked, 
you should consider getting a new card with a new number. 

NCDC  newsletter
Signature quality and innovation since 1966       Fall 2019

More than just garage doors. Your partner for success.

         Best Online Security 
Practices For Your Business
We hear about it daily. Another data breach at a Fortune 500 company. “But it can’t happen to 
my small business, right? We’re in South Dakota, not famous and no one would bother with us.” 
That would be a major mistake, not only for your own company’s well being but also for the 
security and trust of your vendors, partners, and customers. Using basic recommended best 
practices is fairly easy to incorporate into your business. Everyone needs to be on board, and 
everyone needs to be educated to protect your company and your customers.



800-677-8431 • PO BOX 575 BEMIDJI, MN 56601 
WWW.NORTHCENTRALDOOR.COM

Signature quality and innovation since 1966.

5. Back up your data.
Doing this simple step on a regular basis will help keep your 
business running if mayhem strikes.

6. Keep software, programs, and 
applications up to date.
One, never disable your firewall. For most people, there 
really isn’t a good reason to ever do that. Two, always 
keep software up to date. Most of the time, an update is a 
company plugging a security hole in their program. Three, 
delete or deactivate any software, programs, or applications 
that you’re not using. 

7. Secure your Wi-Fi.
Ensure that your company’s private Wi-Fi network is 
encrypted, secured, and hidden. When using an unsecure 
Internet source (like public Wi-Fi spots), use a private IP 
service to provide a secure connection.

8. Wipe data from old technology 
completely.
Data can be left behind if you don’t completely wipe a 
computer with a certified tool. There have been reports of 
information being recovered from a deleted or reformatted 
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hard drive. To prevent that, there are three ways to wipe data: 
erase it using destruction software, degauss it, or destroy the 
hard drive.

9. Install, register, and renew a total 
antivirus, antispyware, and firewall 
package on every computer.
This may sound obvious, but it’s easy to forget. Don’t forget 
that new computers may only come with trial software that 
has to be purchased when the timeframe runs out. Your best 
bet is to search for a service that covers all your devices.

10. Create a mobile device action plan. 
Mobile devices can create significant security and 
management challenges, especially if they hold confidential 
information or can access the corporate network. Require 
users to password protect their devices, encrypt their data, 
and install security apps to prevent criminals from stealing 
information while the phone is on public networks. Be sure to 
set reporting procedures for lost or stolen equipment.

These suggestions may not be foolproof, but they 
will not make your business an easy target.

Sources: Verizon Best Practices For Internet Security, FCC.gov & SBA.gov.


